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RISK ALERT 

 
A Risk Alert differs from an Audit Finding in that it represents an issue that is beyond the corrective 
action of the individual agency and requires the cooperation of others to address the risk. 

 
Upgrade or Decommission End-of-Life Server Operating Systems 

 
The Commonwealth’s Information Technology (IT) Infrastructure Partnership with Northrop 

Grumman (Partnership) provides agencies with installation, maintenance, operation, and support of IT 
infrastructure components such as server operating systems, routers, firewalls, and virtual private 
networks.  During our review, we found that the Partnership is not maintaining some of these devices 
according to the Commonwealth’s Information Security Standard, SEC 501-09 (Security Standard) and 
is exposing the Commonwealth’s sensitive data to unnecessary risk. 
 

The Partnership uses end-of-life and unsupported server operating systems in its IT 
environment to support some of the Department of Transportation’s (Transportation) and Department 
of Motor Vehicles’ (Motor Vehicles) mission-critical functions.  Transportation and Motor Vehicles rely 
on the Partnership to provide current, supported, and updated server operating systems that serve as 
the foundations for their respective mission-critical and sensitive systems. 
 

The Security Standard, Section SI-2-COV, prohibits the use of products designated as “end-of-
life” by the vendor.  A product that has reached its end-of-life no longer receives critical security 
updates that rectify known vulnerabilities that malicious parties can exploit.  
 

The Partnership maintains and administers more than 90 server operating systems for 
Transportation, and more than 130 server operating systems for Motor Vehicles that the respective 
vendor designates as end-of-life.  The Partnership’s use of unsupported server operating systems 
increases the risk that existing vulnerabilities will persist in the server operating systems without the 
potential for patching or adequate mitigation.  These unpatched vulnerabilities increase the risk of 
cyberattack, exploit, and data breach by malicious parties.  Additionally, vendors do not offer 

Why the APA Audits the Departments of Transportation and Motor Vehicles 
 

Collectively, the Departments of Transportation and Motor Vehicles spent $5.2 billion, or 
92%, of the total funds expended by the agencies under the Secretary of Transportation during 
state fiscal year 2015.  As a result, these two agencies are material to the Comprehensive Annual 
Financial Report (CAFR) of the Commonwealth.  Therefore, we are required to audit their financial 
activities in support of our audit opinion on the CAFR.  Our audit of the 2015 financial activity 
yielded the risk alert and findings below.  Appendix A provides details on the sources and uses of 
funds for all agencies under the Secretary of Transporation. 
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operational and technical support for server operating systems designated as end-of-life, which 
increases the difficulty of restoring system functionality if a technical failure occurs.   
        
 Transportation and Motor Vehicles are aware of this issue and are working with the Partnership 
to develop remediation plans during 2016 to upgrade, decommission, or request exceptions for the 
end-of-life server operating systems.  Until then, Transportation, Motor Vehicles, and the Partnership 
have installed additional security controls to attempt to reduce some of the risk that the end-of-life 
server operating systems introduce into the IT environments.  
 
 The Partnership should continue working with Transportation and Motor Vehicles to upgrade 
or decommission all of the end-of life server operating systems as soon as possible.  Doing this will 
further reduce the risk to the confidentiality, integrity, and availability of sensitive Commonwealth data 
and achieve compliance with the Security Standard. 
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AUDIT FINDINGS AND RECOMMENDATIONS 
 
Department of Transportation 
 

Improve Controls over Financial Reporting 
Repeat Finding, Material Weakness 
 
 Transportation does not have adequate internal controls over its financial reporting 
processes.  In the past two years, Transportation has made errors in its unaudited financial 
submissions to the Department of Accounts (Accounts).  This year, we again identified significant 
misstatements in Transportation’s disclosure for contractual commitments, unaudited accounts 
receivable, net investment in capital assets, and other disclosures.  These misstatements resulted in 
aggregate audit adjustments of over $150 million, the majority of which related to disclosures.  As a 
result, we consider this matter to be a material weakness in internal control. 
 
 All submissions are to be submitted by established due dates and contain complete and 
accurate information, according to Accounts’ Financial Reporting Directive 4-15 from the Office of 
the Commonwealth’s Comptroller.  Transportation has over 60 submissions to prepare and send to 
Accounts each year within a short window of time.  The majority of these submissions are without 
error, but some have continued to contain errors each year. 
 
 The quality of Transportation’s review of these submissions contributed to these errors.  In 
addition, there is no independent reviewer with knowledge of all operations and accounting, 
reviewing each submission for accuracy. 
 
 The Transportation Controller and the Fiscal Division should ensure their financial reporting 
procedures over these areas are enforced and that a thorough review process prevents and detects 
mistakes.  The Controller should also ensure that an individual who is independent of the area that 
prepared each submission review them for accuracy.  The Fiscal Division should supplement this by 
increasing analytical procedures, reviews of variances, and overall reviews of all items to ensure they 
are reasonable and consistent across submissions.  Improved financial reporting controls will help 
ensure Transportation’s unaudited financial submissions are materially correct and accurately 
represent its operations to meet the Commonwealth’s financial reporting needs. 

Why the APA Audits Financial Reporting 
 

Transportation spends nearly $5 billion annually in order to support and maintain 
Virginia’s roadway infrastructure.  Transportation is thus individually material to the CAFR.  We 
have audited the accuracy of information within Transportation’s financial reporting as well as 
the internal controls that surround these processes.  Our testwork resulted in the following two 
recommendations to management.  
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Document Impact Funding has on Highway Infrastructure Capitalization 
Significant Deficiency 
 

Transportation does not have documented internal controls to consider the financial reporting 
implications that changes in funding legislation could have on highway infrastructure capitalization.  
The General Assembly enacted alternative paving funding legislation in 2013 under Code of Virginia 
Section 33.2-358(C), which enabled Transportation to fund additional paving rehabilitation projects in 
the Acquisition and Construction program.  Transportation’s infrastructure capitalization methodology 
considers projects funded in this program are capitalizable.   
 

Transportation has an established process to monitor legislation and consider the effects on 
many aspects of the agency’s operations.  Although the Chief Financial Officer was involved in 
drafting and implementing the alternative paving funding legislation; therefore, ensuring that 
Transportation carried out the legislative intent of the funding, the Controller and Fiscal Division did 
not document the decision process to determine which projects to fund with the additional funding 
and any effect on infrastructure capitalization.  During fiscal year 2015, Transportation funded over 
$102 million in projects under this legislation and capitalized the expenses.  Our review of these 
projects determined that all of the projects funded in fiscal year 2015 were properly capitalized. 

 
The Chief Financial Officer, Controller, and Fiscal Division should document internal controls 

and processes to consider funding legislation and its effect on highway infrastructure capitalization.  
When new legislation arises, the Controller and Fiscal Division should document considerations and 
impacts on the infrastructure capitalization methodology.  The Fiscal Division should periodically 
review the highway infrastructure capitalization methodology to ensure that it is still reasonable and 
applicable based on legislation and operational changes.  The Fiscal Division should continue to 
ensure that any projects funded in the Acquisition and Construction program are capitalizable under 
the current methodology. 
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Develop and Implement IT Hardening Procedures 
Significant Deficiency 
 
 Transportation has not developed formal hardening procedures that establish secure 
configuration settings for the agency’s information systems.  Currently, Transportation’s Information 
Technology Division (IT) has an informal systems hardening process but is not implementing security 
configurations consistently to all applications.  We identified and communicated system specific 
control weaknesses to management in a separate document marked Freedom of Information Act 
Exempt (FOIAE) under Section 2.2-3705.2 of the Code of Virginia due to it containing descriptions of 
security mechanisms.   
 
 The Security Standard, section CM-6, requires Transportation to establish and implement 
configuration settings for information technology products employed within the information system 
using the Commonwealth of Virginia System Hardening Standards that reflect the most restrictive 
mode consistent with operational requirements.  The Security Standard, Section CM-6, further 
requires Transportation to identify, document, and approve any deviations from established 
configuration settings for information system components based on operational 
requirements.  Additionally, the Security Standard, Section CM-6, requires that Transportation 
monitor and control changes to the configuration settings in accordance with organizational policies 
and procedures.  
 
 Establishing hardening procedures better ensures that mission critical systems have 
appropriate configurations, and serves as a basis for implementing or changing existing information 
system configurations.  Transportation has sensitive systems that perform critical tasks for the 
citizens of the Commonwealth of Virginia, and by not having formal hardening procedures to apply 
baseline security configurations, the risk that these systems will not have minimum security 
requirements to protect data from malicious parties increases.  
 
 IT should document and formally approve hardening procedures for their information 
systems to meet the requirements in the Security Standard.  IT should also implement and apply the 
related security configurations to all systems within its information technology environment.  
Further, IT should implement the additional controls discussed in the communication marked FOIAE 

Why the APA Audits Information System Security 
 

Transportation collects, manages, and stores significant volumes of project, transactional, 
and financial data within its mission critical systems.  Because of the highly critical nature of this 
data, Transportation’s management must take all necessary precautions to ensure the availability, 
integrity, and security of the data within its systems.  We compared Transportation’s practices to 
those required by the Commonwealth’s Information Security Standard in the areas of database 
security, web application security, oversight of sensitive systems, and information system access.  
Our information system security testwork resulted in the following five recommendations to 
management. 
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in accordance with the Security Standard.  This will enhance Transportation’s risk of attacks from 
malicious parties. 
 
Improve the Sensitive System Classification Process  
Significant Deficiency 
 
 Transportation lacks a formal methodology to properly identify and classify its sensitive 
systems.  IT’s internal procedures as well as the Security Standard require that systems receiving a 
ranking of “high” on the criteria of confidentiality, integrity, and/or availability should be classified as 
sensitive on the agency’s sensitive system listing.  Currently, IT has ranked several systems as “high” on 
Transportation’s Business Impact Analysis (BIA) for confidentiality, integrity, and availability but those 
systems are not on the agency’s sensitive system listing.  Misclassifying a sensitive system as non-
sensitive increases the risk it will not have the necessary controls in place to adequately protect the 
data that it manages, stores, or processes and that these controls will not be regularly evaluated. 
 
 IT has limited procedures in place to identify and classify sensitive systems, but is not currently 
documenting their justification for classifying systems as non-sensitive that receive a “high” rating in 
the criteria of confidentiality, integrity, and availability.  This lack of procedural documentation is 
resulting in the noted inconsistencies between the agency’s sensitive system listing and BIA. 
 
 IT should evaluate its methodology for identifying and classifying sensitive systems.  IT’s 
methodology should require a documented justification from the Information Security Officer when 
systems that receive a ranking of “high” in the criteria of confidentiality, integrity, or availability by the 
data owner are not classified as sensitive in the sensitive system listing.  Properly identifying all 
sensitive systems within the information technology environment will better ensure that the necessary 
security controls will be applied to protect the confidentiality, integrity, and availability of data within 
the related deemed sensitive systems and that the proper evaluation of these controls is performed. 
 
Improve Access Controls to IT Hardware  
Significant Deficiency 
 

Transportation is not granting access into its server room based on the principle of least 
privilege.  The Central Office server room houses multiple mission-critical and sensitive systems that 
contain confidential data.  Currently, there are 207 employees of Transportation, Virginia Information 
Technologies Agency, and Northrop Grumman with access into the server room.  
 

The Security Standard, Section AC-6, requires Transportation to allow employees access only 
when that access is necessary to accomplish assigned tasks in accordance with organizational mission 
and business functions.  
 

By not adhering to the principle of least privilege, the risk that Transportation may be unable 
to adequately protect sensitive information technology systems is increased, which may result in the 
compromise of sensitive Transportation systems and data. 
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IT has granted excessive access to the Central Office server room primarily due to a technical 
maintenance event that occurred earlier during the fiscal year.  A server went offline in the Central 
Office server room and there were no Northrop Grumman employees available who had pre-
established access.  As a result, Northrop Grumman subsequently requested that IT grant computer 
room access to all individuals potentially requiring access to support Transportation’s information 
technology infrastructure on an ongoing basis.  
 

IT should reduce the list of users with access to the server room to only the individuals that 
require it.  Reducing the number of users with access to the Central Office server room will allow IT to 
perform more efficient user access reviews and help to protect the confidentiality, integrity, and 
availability of sensitive Transportation data.  IT should also develop and implement periodic monitoring 
and review controls over physical access to the server room to prevent this issue from reoccurring.   
 
Improve Vulnerability Scanning and Remediation Procedures  
Significant Deficiency 
 

Transportation does not perform periodic vulnerability scans on their publicly facing and 
defined sensitive systems.  Transportation also does not periodically review or evaluate reports from 
certain system vulnerability and baseline scanning tools.  Reports from these tools enable system 
administrators to evaluate and determine if their systems are in line with recommended vendor 
security settings and industry best practices.  We identified and communicated the specific control 
weakness to management in a separate document marked FOIAE under Section 2.2-3705.2 of the Code 
of Virginia due to it containing descriptions of security mechanisms.   
 

The Security Standard, Sections RA-5 and RA-5-COV, requires Transportation to have 
established vulnerability scanning procedures and employ vulnerability scanning tools at least once 
every 90 days for sensitive and public internet facing systems.  The Security Standard further requires 
that Transportation analyze scan reports and results from security control assessments, and remediate 
legitimate vulnerabilities in a timely manner, or within 90 days. 
 

Using scanning tools provides information on sensitive systems such as missing critical patches, 
inappropriate permission levels, and inappropriate technical configurations and settings.  
Organizations should use these results to better enhance and refine the security controls and 
configurations for sensitive and internet facing systems, thereby reducing security risks.  Not having 
formal procedures to require system owners and administrators to perform periodic vulnerability scans 
and remediate the noted results on a timely basis increases the risk that malicious users will discover 
and exploit known vulnerabilities in mission-critical systems and data.  
 

IT should implement a vulnerability scanning policy and procedure to ensure that all system 
owners and system administrators are required to perform vulnerability scans on publicly facing and 
defined sensitive systems.  This will help to ensure IT remediates reported legitimate vulnerabilities on 
a timely basis.  Additionally, IT should implement the additional controls discussed in the 
communication marked FOIAE in accordance with the Security Standard. 
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Upgrade End-of-Life Technology 
Significant Deficiency 
 
 Transportation does not upgrade certain software components supporting mission-critical and 
sensitive systems within the information technology environment on a timely basis before they are 
unsupported by the vendors.  IT has a remediation plan in place to upgrade, decommission, or get an 
exception from the Partnership for the end-of-life technology during 2016, but does not currently have 
approved security exceptions from the Commonwealth of Virginia’s Chief Information Security Officer 
(CISO) for the associated end-of-life software.  We identified and communicated the system and 
component specific control weaknesses to management in a separate document marked FOIAE under 
Section 2.2-3705.2 of the Code of Virginia due to it containing specified descriptions of security 
mechanisms.   
 
 The Security Standard, Section 8.17, Sub-section SI-2-COV, requires that organizations prohibit 
the use of products designated as end-of-life/end-of-support by the vendor or publisher.  The Security 
Standard, Section 1.5, further requires that if an agency determines that compliance with the 
provisions of the Security Standard or any related information security standards adversely affects a 
business process of the agency, the Agency Head may request approval to deviate from a specific 
requirement by submitting an exception request to the Commonwealth of Virginia’s CISO. 
 
 By using unsupported technology, IT can no longer receive and apply security patches for 
known vulnerabilities, which increases the risk that a malicious attacker will exploit these 
vulnerabilities leading to a data breach.  Additionally, vendors do not offer operational and technical 
support for end-of-life/end-of-support technology, which effects data availability by increasing the 
difficulty of restoring system functionality if a technical failure occurs.   
 

IT should prioritize the upgrade and decommissioning of all end-of-life/end-of-support 
technology discussed in the communication marked FOIA-Exempt in accordance with the Security 
Standard.  IT should also submit security exceptions to the Commonwealth of Virginia’s CISO for 
approval to continue operating the end-of-life technology as necessary.  Further, IT should ensure 
there are sufficient resources in place to complete their remediation plan during 2016.  This will better 
ensure the confidentiality, integrity, and availability of sensitive Commonwealth data and achieve 
compliance with the Security Standard. 
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Improve the Billing Process 
Significant Deficiency 
 
 Transportation is not submitting all bills for reimbursement in a timely manner.  During our 
review, we found the following: 
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& Towns
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TRANSPORTATION REVENUE

Why the APA Audits the Highway Planning and Construction Grant  
 

The Highway Planning and Construction Grant for construction and some maintenance of 
the Commonwealth’s roadways represents approximately $1.3 billion in annual federal 
expenditures that support improvements to the Commonwealth’s infrastructure.  Transportation 
is the Commonwealth’s administrator of this program and is responsible for ensuring compliance 
with all federal regulations.  Federal grant revenue is vital to Transportation’s operations as it 
makes up 27 percent of Transportation’s revenues. 

 
We compared various aspects of the Highway Planning and Construction Program to 

federal regulations in the areas of allowable costs, time and effort reporting, procurement 
standards, monitoring, and reporting.  We also evaluated Transportation’s internal controls to 
ensure compliance to federal regulations pertaining to this program.  
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 Transportation billed over $20 million for reimbursement from the Federal 
Highway Administration’s Eastern Federal Lands Division (EFL) in excess of six 
months after incurring the expenses for two projects.  Of these billings, $16 million 
were delayed up to ten months after the expenses.  Transportation had no 
documented procedures in place for manually processing invoices to EFL and there 
was no backup person in place to perform this when the person responsible for 
billing was absent. 
 

 Transportation accrued over $4 million in receivables from Motor Vehicles, which 
it did not bill for over two months after becoming receivable.  This caused Motor 
Vehicles’ records to be misstated at year-end. 
 

 Transportation was unable to bill timely for $292,898 in federal reimbursements 
because it did not adequately monitor the authorization for a federal project and 
submit a request for additional funds in advance of project expenses. 

 
 Commonwealth Accounting Policies and Procedures Manual Topic 20505 states that agencies 
should have systems in place to bill timely, and accounts should be billed when goods are provided 
or services rendered.  Without requesting federal funds in a timely manner, Transportation relies 
upon state monies to fund projects, forgoes any interest that could be earned, and may potentially 
take on fewer projects if federal funds are not immediately available. 
 
 Transportation’s Fiscal Division should document and implement a method for processing 
federal bills for all projects outside the normal federal billing process and designate a backup person 
to perform this function when the primary billing person is absent.  The Fiscal Division should also 
strengthen the monitoring process over all federal projects to ensure funds are available to be 
invoiced, and ensure federal-aid Project Agreements are updated when the estimated project costs 
exceed the authorized amount.  This will increase access to funds and decrease the risk of bills not 
being sent. 
 
Improve the Process of Disclosing Economic Interests 
Significant Deficiency 
 
 Transportation is not properly identifying employees in positions of trust and requiring them to 
disclose potential conflicts of interest.  During our review, we found that Transportation’s Human 
Resources Division did not require employees involved in the procurement of external contracts or 
those supervising these processes to file Statement of Economic Interest forms.  In addition, for one 
position identified as a position of trust, Transportation did not require the filing of the proper form 
as a new person assumed this role. 
 
 Section 2.2-3114 of the Code of Virginia outlines the principles by which state agencies identify 
employees in positions of trust and requires them to file Statements of Economic Interest.  Further, 
Executive Order 33 issued by the Office of the Governor clarifies that those in senior-level positions 
and those with responsibility for substantive authorization and decision-making regarding contracts 
and procurement are included in this group. 
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 By not properly identifying individuals in positions of trust and having them disclose their 
economic interests, Transportation could create a potential conflict in the decision making process and 
a lack of transparency.  This could permit the willful misuse of the Commonwealth’s funds for the 
betterment of an individual with an undisclosed economic interest. 
 
 Human Resources should create and implement policies and procedures over the Statement of 
Economic Interest process that properly identify employees in positions of trust, and address 
employees’ movements within the organization.  Human Resources should require these individuals to 
disclose their economic interests and file the proper form with the Secretary of Administration as 
outlined in the Code. 
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Improve Access Controls to Information Systems 
Significant Deficiency 
 
 Transportation is not properly removing terminated employees’ access to information 
systems in a timely manner.  The Security Standard instructs agencies to promptly remove access 
when the access is no longer required. 
 
 During our review, we found three employees with access to the payroll system whose access 
was not removed up to three months beyond their termination dates and one employee still had 
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TRANSPORTATION EXPENDITURES

Why the APA Audits Payroll and Human Resources 
 

Transportation spends over $580 million, or 12 percent of its budget, on payroll and other 
personal service expenses.  Due to the significance of this activity, we consider payroll and human 
resource controls to be critical.  These controls ensure both the accuracy of payroll and compliance 
with state payroll requirements.  We evaluated Transportation’s practices against their own policies 
as well as the requirements set by Department of Accounts and Department of Human Resource 
Management.  Our testwork resulted in the following two management recommendations. 
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access at the time of our review.  This was due to supervisors not promptly reporting terminations 
to information security personnel. 
 
 Terminated employees with access to information systems increases the risk of alterations of 
data and/or inappropriate transactions.  Transportation supervisors should notify system 
administrators of terminated users immediately or in advance of termination, and perform 
automated reviews of access to the payroll system.  This will decrease the risk of improper 
transactions taking place. 
 
Improve the Reconciliation to the Retirement System 
Significant Deficiency 
 

Transportation does not adequately reconcile the Commonwealth Integrated Personnel and 
Payroll System (CIPPS), Personnel Management Information System, and the Virginia Retirement 
System’s (VRS) myVRS Navigator System on a regular basis.  During our review, we noted instances 
of discrepancies between the three systems that were not resolved for several months. 

 
The Department of Accounts, in Payroll Bulletin 2013-02, requires agencies to identify and 

correct errors prior to certifying payroll information in myVRS Navigator on a monthly basis.  
Additionally, Commonwealth Accounting Policies and Procedures Manual Topic 50410 requires each 
agency to reconcile VRS contributions to CIPPS monthly. 

 
Without proper reconciliation, there is no way to know that information in myVRS Navigator 

is accurate.  This can lead to errors in employees’ records, which can cause employees who retire to 
have an incorrect amount of retirement contributions, and/or cause misstatement in VRS’ records. 
  

Human Resources should perform a more detailed reconciliation, document the process in 
more detail, and review and resolve errors on exception reports on a monthly basis.  This will reduce 
the risk of incorrect information being reported to VRS. 
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Department of Motor Vehicles 

 

Continue to Improve Database and Application Baseline Security Configurations  
Repeat Finding, Significant Deficiency 
 

Motor Vehicles continues to not have sufficient security controls in place to adequately 
protect two of its mission critical and sensitive systems.  These weaknesses are due to a continued 
lack of documented and implemented application and database baseline security configurations. 
Since the prior review, Motor vehicles has reasonably developed policies and procedures to better 
ensure that all sensitive and mission critical systems will have developed baseline configurations in 
the future.  The related policies and procedures have not been implemented to date, but are a 
component of a significant security and information technology operations remediation project, 
known as the Security Blitz.  The Security Blitz project is a major undertaking involving collaboration 
among an outside vendor, and several internal departments and organizational units within Motor 
Vehicles.  

 
Our review noted an area of weakness for each system, which we have communicated in 

detail to management in a separate document marked Freedom of Information Act Exempt (FOIAE) 
under Section 2.2-3705.2 of the Code of Virginia, due to their sensitivity and description of security 
controls.  We recommend that Motor Vehicles Information Technology Division implement the 
controls discussed in our recommendation in accordance with the Security Standard. 
 

Continue to Improve Physical and Environmental Security Controls  
Repeat Finding, Significant Deficiency 
 

Motor Vehicles continues to not have adequate physical and environmental security controls 
in place to protect its information technology systems that house sensitive data.  These weaknesses 
continue to exist because Motor Vehicles is currently in the process of consolidating multiple sever 
rooms in it’s headquarter facilities into a single newly constructed data center that can be better 
managed and more adequately controlled. 

 
Our review noted several areas of weakness that we have communicated in detail to 

management in a separate document marked FOIAE under Section 2.2-3705.2 of the Code of Virginia, 

Why the APA Audits Information System Security 
 

Motor Vehicles collects, manages, and stores significant volumes of financial and personal 
data within its mission critical systems.  Because of the highly critical nature of this data, Motor 
Vehicle’s management must take all necessary precautions to ensure the availability, integrity, and 
security of the data within its systems.  We compared Motor Vehicle’s practices to those required 
by the Commonwealth Information Security Standard in the areas of database security, web 
application security, oversight of sensitive systems, and information system access.  Subsequently, 
our information system security testwork resulted in the following six recommendations to 
management. 
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due to their sensitivity and description of security controls.  Motor Vehicles should continue to 
dedicate the necessary resources to implement the controls discussed in our recommendation in 
accordance with the Security Standard. 

 
Continue to Improve IT Risk and Continuity Management Program 
Repeat Finding, Significant Deficiency 
 

Motor Vehicles continues to not consistently and properly manage certain aspects of their 
Information Technology (IT) Risk and Continuity Management Program in accordance with the 
Security Standard.  The success of an IT Risk and Continuity Management Program is dependent on 
the quality and accuracy of key program documents, including IT system risk assessments, business 
impact analysis, agency and IT continuity of operations plans, and IT disaster recovery plans.   

 
The Security Standard identifies required program documents and elements that should be 

defined within them.  It further lays out specific review and update schedules for these documents, 
as well as testing expectations for disaster recovery plans.  These documents are essential for 
protecting agency IT systems by identifying risks, vulnerabilities, and remediation techniques; as well 
as establishing prioritization for restoring systems in contingency and disaster scenarios. 

 
In the prior year we identified several weaknesses with these required documents that have 

not been addressed. Because of these weaknesses, Motor Vehicles may not be able to effectively 
and proactively protect sensitive data against risks, vulnerabilities, and threats.  This may prevent 
Motor Vehicles from adequately performing critical business processes in the event of a natural 
disaster, service disruption, or other occurrence.   

 
The related weaknesses continue to exist because Motor Vehicles has chosen to update its  

IT Risk and Continuity Management Program and the associated artifacts as a component of a 
significant security and IT operations remediation project, known as the Security Blitz.  The Security 
Blitz project is a major undertaking involving collaboration among an outside vendor and several 
internal departments and organizational units within Motor Vehicles. 

 
Motor Vehicles should continue to allocate the necessary resources to review and revise the 

documents supporting their IT Risk Management and Continuity Management Program to ensure 
they are consistent and in accordance with the Security Standard.  Motor Vehicles should also ensure 
all components of their IT Disaster Recovery Plan are periodically tested to ensure it can restore all 
critical systems in the event of a disaster, while also identifying opportunities to improve the disaster 
recovery process where needed.  
 
Improve IT Software Maintenance and Management Controls  
Significant Deficiency 
 

Motor Vehicles does not adequately upgrade some of the IT software that supports critical 
business processes within the IT environment on a timely basis before they are unsupported by their 
associated vendor.  The related IT software supports systems controlling important agency business 
functionality, such as remittance processing, fuels tax tracking, and financial analysis.  The Security 
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Standard requires that organizations prohibit the use of products designated as end-of-life / end-
of-support by the vendor or publisher. 

 
Motor Vehicles’ use of non-vendor supported IT software increases the risk that existing 

vulnerabilities will persist in the related systems without the potential for patching or mitigation.  
These unpatched vulnerabilities increase the risk of cyberattack, exploit, and data breach by 
malicious parties.  Additionally, vendors do not offer operational and technical support for IT 
software designated as end-of-life / end-of-support, which increases the difficulty of restoring 
system functionality if a technical failure occurs.   

 
Motor Vehicles’ Information Technology and Information Security Departments are aware of 

these IT software weaknesses and are currently working with the respective system vendors to 
develop solutions to upgrade the related End of Life software.  System complexities and project 
prioritization have delayed appropriate solutions from being developed and implemented.  

 
 Our review noted three types of outdated IT software that we have communicated in detail 
to management in a separate document marked FOIAE under Section 2.2-3705.2 of the Code of 
Virginia, due to their sensitivity and description of security controls.  Motor Vehicles should continue 
to dedicate the necessary resources to further develop plans to migrate off the unsupported IT 
software.  Motor Vehicles should also transition off all unsupported software by either completely 
decommissioning unneeded software or upgrading to currently supported software as soon as 
possible.  
 
Improve System Authentication Controls 
Significant Deficiency 
 

Motor Vehicles does not have appropriate authentication security controls implemented to 
reasonably protect one of its mission critical and sensitive systems. 

 
 The Security Standard requires that Motor Vehicles implement reasonably strong authentication 
mechanisms for all sensitive systems to protect authenticator content from unauthorized disclosure and 
modification. 
 
 Motor Vehicles implemented the current authentication system more than a decade ago, and 
has since not evaluated the related risk, or updated the legacy control mechanism to align with the 
requirements of the Security Standard.  
 
 Our review noted the related control weakness that we have communicated in detail to 
management in a separate document marked FOIAE under Section 2.2-3705.2 of the Code of Virginia, 
due to its sensitivity and description of security controls.  Motor Vehicles should formally evaluate 
the risks associated with the currently implemented authentication security controls for the related 
system.  Motor Vehicles should also update the related authentication controls to a more appropriately 
secure mechanism to better protect sensitive data and align with the Security Standard. 
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Improve Information Security Officer Independence 
Significant Deficiency 
 

Motor Vehicles does not position the Information Security Officer (ISO) role in an 
organizationally independent unit from the Chief Information Officer (CIO).  

 
The Security Standard recommends that the ISO report directly to the agency head, where 

practical, and should not report to the CIO.  
 
Having the ISO role reporting to the CIO may limit effective assessment and necessary 

recommendations of security controls, and assignment of security control responsibilities across the 
Motor Vehicles IT environment due to possible competing priorities that sometimes face the CIO.   

 
In establishing its information security officer role within the organization, Motor Vehicles did 

not fully consider the need for full independence of the ISO and the CIO.  The information security 
control weaknesses identified during this year’s audit highlight the potential competing priorities of 
having the ISO report directly to the CIO. 

 
Motor Vehicles should evaluate the organizational placement of the ISO to eliminate any 

conflicts of interest in the implementation of their information security program and controls.  Motor 
Vehicles should also evaluate the timing of the separation of the ISO and CIO so as to not negatively 
impact significant IT and security projects that are currently ongoing.  While it may not be feasible to 
have the ISO report directly to the agency head, Motor Vehicles should consider placing the ISO role 
in a different organizational unit reporting to another executive-level position. 
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Improve myVRS Navigator Reconciliation Process 
Partial Repeat, Significant Deficiency 
 

Motor Vehicles did not retain documentation that they properly reconciled the data in the 
Virginia Retirement System’s (VRS) myVRS Navigator System to the agency’s records monthly prior 
to certifying that the retirement data was correct.  In addition, Motor Vehicles is not reviewing and 
resolving the errors from the Personnel Management Information System (PMIS) Cancelled Records 
Report prior to confirming that retirement contributions are correct. 

 

Personal Services
56%

Contractual Services
29%

Supplies and 
Materials

6%

Transfer Payments 
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Continuous
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Property and 
Improvements
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Other
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MOTOR VEHICLES EXPENDITURES

Why the APA Audits Payroll and Human Resources 
 

Motor Vehicles spends over $126 million, or 56 percent of its budget, on payroll and other 
personal service expenses including retirement contributions.  Due to the significance of this 
activity, we consider payroll and human resource controls to be critical.  These controls ensure both 
the accuracy of payroll and compliance with pension contribution requirements.  We audited Motor 
Vehicle’s practices against the requirements set by the Department of Accounts and the Virginia 
Retirement System.  Subsequently, our testwork resulted in the following management 
recommendation. 
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The Commonwealth Accounting Policies and Procedures Manual Topic 50410 states that 
PMIS employers must review the PMIS Cancelled Record Report daily to ensure all information was 
recorded in myVRS Navigator.  The same topic states that agencies should ensure that a timely review 
of the monthly reconciliation reports is performed and that employee enrollment information and 
any supporting documentation should be maintained for audit purposes. 

 
Without sufficient reconciliation documentation, there is no evidence that the monthly 

reconciliation of creditable compensation was actually performed, and therefore no way to know 
that the employees’ retirement information in myVRS Navigator is accurate and in agreement with 
Motor Vehicles’ records.  By not reviewing the PMIS Cancelled Records Report, Motor Vehicles is 
unaware when information does not transmit correctly between the human resource system (PMIS) 
and the retirement system (myVRS Navigator) and; therefore, Motor Vehicles cannot not make 
appropriate corrections timely.  
 

Management stated that verification of the agency’s creditable compensation had been 
performed monthly, but the reports used from the agency’s internal human resource system were 
not retained and could not be regenerated for inspection.  In addition, Motor Vehicles was not 
certain if it or the Payroll Service Bureau was responsible for reviewing the PMIS Cancelled Record 
report. 
 

Motor Vehicles’ Human Resource Department should retain evidence that the data in myVRS 
Navigator was properly reconciled to the agency’s employee records.  PMIS Cancelled Record 
Reports should also be reviewed and any errors should be corrected timely. 
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Create Processes for Review and Assessment of Third Party Vendors’ Controls   
Significant Deficiency 
 

Motor Vehicles does not have policies and procedures in place to review and assess the 
effectiveness of third party vendors’ (Provider) controls.  As a result, Motor Vehicles is not ensuring 
that controls are reviewed and assessed for all significant Providers.  Motor Vehicles uses Providers 
to collect major revenue sources, such as fuels taxes and vehicle sales and use taxes, and to collect 
and transfer sensitive information, such as personal information needed for vehicle registration.  If 

Taxes
73%

Rights and Privileges
25%

Assessments and 
Receipts for Support 

of Special Services
1%

Other Revenue
1%

MOTOR VEHICLES COLLECTIONS

Why the APA Audits Financial Reporting 
 

Motor Vehicles collected over $2 billion in varied taxes and fees including, but not limited 
to, motor vehicle sales and use tax, fuels tax, fishing licenses, and birth certificates.  As such, 
Motor Vehicles is individually material to the Commonwealth’s Comprehensive Annual Financial 
Report (CAFR).  We have audited the receipt of these funds and Motor Vehicle’s financial 
reporting.  Subsequently, our testwork resulted in the following two recommendations to 
management.  
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the controls at these Providers are not adequate, there is the risk that sensitive information is not 
properly protected or significant revenue amounts could be incorrect. 

 
The Department of Accounts requires agencies to complete Agency Risk Management and 

Internal Control Standards (ARMICS) requirements and certifications, which include documenting, 
evaluating, and testing internal controls.  This also applies to agency processes performed by 
Providers.  Not properly monitoring the effective operation of internal controls at Providers reduces 
Motor Vehicles’ ability to ensure that Providers’ controls are adequate.  In addition, the Security 
Standard considers Providers to be organizations that perform outsourced business tasks or 
functions on behalf of the Commonwealth.  Section 1.1 of the Security Standard recognizes that 
agencies may procure information technology equipment, systems, and services covered by the 
Security Standard from Providers.  In these situations, the Security Standard requires that agencies 
enforce the requirements outlined in the Security Standard through documented agreements with 
its Providers and oversight of the services performed.   

 
Service Organization Control reports are evaluations performed at the Provider by an 

independent auditor using attestation standards established by the American Institute of Certified 
Public Accountants.  The reports provide assurance over the design and effectiveness of the 
Provider’s controls.  Motor Vehicles has requested the reports for some Providers but the reports 
are not reviewed to ensure the Provider’s controls are adequate, or to ensure that the report’s 
complimentary controls, which detail controls needed to be in place at Motor Vehicles to have a 
complete control structure, are adequately implemented.  In addition, most work areas at Motor 
Vehicles were not aware of the need to review Provider controls.  The decentralized nature of Motor 
Vehicles creates a great need for an agency-wide understanding of Provider controls and the 
assessment of them. 

 
Motor Vehicles’ management should create a documented framework for identifying 

Providers and assessing Provider controls.  This framework should include ensuring that contracts 
with the Providers require documented independent assurances over controls be provided as well 
as documenting the review of these assurances to determine effectiveness of Provider controls.  This 
information should be provided to all areas of the agency. 

 
Improve Procedures around Accounts Receivables Reporting 
Significant Deficiency 
 

Motor Vehicles has not created an accurate method of establishing an allowance for doubtful 
accounts for agency receivables.  As a result, Motor Vehicles overstated the amount of their accounts 
receivable reported to the Department of Accounts for inclusion in the CAFR.  The amount reported 
for accounts receivable included no allowance amount for approximately $1.4 million of fuels tax 
receivables that have been outstanding for more than a year, and are likely uncollectible. 

 
Motor Vehicles did not include an allowance for fuels tax receivables because fuels taxes are 

a legal obligation and considered receivable even after a long period outstanding; therefore, 
management determined that no allowance needed to be created.  In addition, the methodology for 
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the allowance for doubtful accounts reported for all other receivables was created more than five 
years ago by an employee who is no longer with the agency.  Employees did not verify that this 
methodology was still reasonable.  Management has not updated the allowance to reflect recent 
significant changes such as those made by the Transportation funding package passed in 2013. 

 
Commonwealth Accounting Policies and Procedures Manual Topic 20505 states that 

management should establish an allowance for doubtful accounts, and the estimated allowance 
should be based on historical data or other pertinent information relative to the receivables in 
question.  The topic goes on to state that uncollectible accounts may be written off of an agency's 
financial accounting records and no longer recognized as collectible receivables for financial 
reporting purposes, but the legal obligation to pay the debts still remains.  Accounts written off 
remain debts of the agency until discharged by the Office of the Attorney General or collected.  

 
Motor Vehicles has numerous streams of income relating to many different business 

functions.  Individually, fuels tax receivables have continued to increase to material levels over the 
last several years.  By not having an updated methodology for creating an estimate for the entire 
agency’s uncollectible receivables, Motor Vehicles risks submitting overstated receivables 
information for inclusion in the CAFR.  

 
Motor Vehicles’ financial staff should create policies and procedures documenting the basis 

for the methodology of the allowance for doubtful accounts estimate, and regularly review the 
methodology especially when new transactions, regulatory changes, or any new conditions or events 
occur. 
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 December 15, 2015 
 
 
The Honorable Terence R. McAuliffe  
Governor of Virginia 
 
The Honorable Robert D. Orrock, Sr. 
Vice-Chairman, Joint Legislative Audit 
  and Review Commission 
 
 

We have audited the financial records and operations of the Agencies of the Secretary of 
Transportation, as defined in the Audit Scope and Methodology sections below for the year ended 
June 30, 2015.  We conducted this performance audit in accordance with generally accepted 
government auditing standards.  Those standards require that we plan and perform the audit to 
obtain sufficient, appropriate evidence to provide a reasonable basis for our findings and conclusions 
based on our audit objectives.  We believe that the evidence obtained provides a reasonable basis 
for our findings and conclusions based on our audit objectives. 
 
Audit Objectives 
 
 Our audit’s primary objective was to evaluate the accuracy of Agencies of the Secretary of 
Transportation’s financial transactions as reported in the Comprehensive Annual Financial Report for 
the Commonwealth of Virginia for the year ended June 30, 2015, and test compliance for the 
Statewide Single Audit.  In support of this objective, we evaluated the accuracy of recorded financial 
transactions in the Commonwealth Accounting and Reporting System and in each agency’s 
accounting records, reviewed the adequacy of their internal control, tested for compliance with 
applicable laws, regulations, contracts, and grant agreements, and reviewed corrective actions of 
audit findings from prior year reports.   
 
Audit Scope and Methodology 
 

Management of the Agencies of the Secretary of Transportation have responsibility for 
establishing and maintaining internal control and complying with applicable laws and regulations.  
Internal control is a process designed to provide reasonable, but not absolute, assurance regarding 
the reliability of financial reporting, effectiveness and efficiency of operations, and compliance with 
applicable laws, regulations, contracts, and grant agreements. 

 
We gained an understanding of the overall internal controls, both automated and manual, 

sufficient to plan the audit.  We considered significance and risk in determining the nature and extent 
of our audit procedures.  Our review encompassed controls over the following significant cycles, 
classes of transactions, and account balances. 
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Department of Motor Vehicles 
 Accounts receivable and revenues 
 Payroll and other expenses 
 Financial reporting 
 Information security and general system controls 

 
Department of Transportation 

 Accounts receivable and revenues 
 Accounts payable and disbursements 
 Capital asset management 
 Cash and debt management 
 Contract management 
 Inventory 
 Federal revenues, expenses and compliance for Highway Planning and Construction 
 Information security and general system controls 
 Payroll 

 
The Department of Rail and Public Transportation, the Department of Aviation, Motor Vehicle 

Dealer Board, and Virginia Port Authority also fall under the control of the Secretary of Transportation.  
However, the Department of Rail and Public Transportation, the Department of Aviation, and Motor 
Vehicle Dealer Board are not material to the Comprehensive Annual Financial Report for the 
Commonwealth of Virginia, nor have a federal program that is required to be audited as part of the 
Statewide Single Audit.  Additionally, the Virginia Port Authority was audited by other auditors and their 
report can be found at www.apa.virginia.gov.  Accordingly, these agencies were not included in the scope 
of this audit. 

 
We performed audit tests to determine whether the Agency’s controls were adequate, had 

been placed in operation, and were being followed.  Our audit also included tests of compliance with 
provisions of applicable laws, regulations, contracts, and grant agreements.  Our audit procedures 
included inquiries of appropriate personnel, re-performance of automated processes, inspection of 
documents, records, contracts, reconciliations, board minutes, and observation of the Agencies’ 
operations.  We tested transactions and performed analytical procedures, including budgetary and 
trend analyses.  We confirmed cash and investment balances with outside parties.  Where applicable, 
we compared an agency’s policies to best practices and Commonwealth standards. 

 
Conclusions 
 

We found that the Agencies of the Secretary of Transportation properly stated, in all material 
respects, the amounts recorded and reported in the Commonwealth Accounting and Reporting 
System and in other information reported to the Department of Accounts for inclusion in the 
Comprehensive Annual Financial Report for the Commonwealth of Virginia.  The Agencies record 
their financial transactions on the cash basis of accounting, which is a comprehensive basis of 
accounting other than accounting principles generally accepted in the United States of America.  The 
financial information presented in this report came directly from either the Commonwealth 
Accounting and Reporting System or other agency financial system. 

http://www.apa.virginia.gov/
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Our consideration of internal control was not designed to identify all deficiencies in internal 

control that might be material weaknesses or significant deficicencies; and therefore, material 
weaknesses and significant deficiencies may exist that were not identified.  However, as described in 
the section titled “Audit Findings and Recommendations,” we identified deficiencies in internal 
controls that we consider to be material weaknesses and other deficiencies that we consider to be 
significant deficiencies in internal control. 

 
A deficiency in internal control exists when the design or operation of a control does not allow 

management or employees, in the normal course of performing their assigned functions, to prevent, 
or detect and correct misstatements on a timely basis.  A material weakness is a deficiency, or a 
combination of deficiencies, in internal control such that there is a reasonable possibility that a 
material misstatement of the entity’s financial information will not be prevented, or detected and 
corrected on a timely basis.  We consider the deficiency entitled “Improve Controls over Financial 
Reporting” to be a material weakness for the Commonwealth. 

 
A significant deficiency is a deficiency, or a combination of deficiencies in internal control that 

is less severe than a material weakness, yet important enough to merit attention by those charged 
with governance.  We have explicitly identified 19 findings in the section titled “Audit Findings and 
Recommendations,” as significant deficiencies for the Commonwealth. 

 
As the findings noted above have been identified as a material weakness or significant 

deficiency for the Commonwealth, they will be reported as such in the Independent Auditor’s Report 
on Internal Control over Financial Reporting and on Compliance and Other Matters Based on an Audit 
of the Financial Statements Performed in Acccordance with Government Auditing Standards, 
included in the Commonwealth of Virginia Single Audit Report for the year ended 2015. 

 
The Agencies have taken adequate corrective action with respect to audit findings reported 

in the prior year that are not repeated in this letter. 
 

Exit Conference and Report Distribution 
 
We discussed this report with management on January 5 and 11, 2015.  Management’s 

response to the findings identified in our audit is included in the section titled “Agency 
Responses.”  We did not audit the agency responses and, accordingly, we express no opinion on it.  

 
This report is intended for the information and use of the Governor and General Assembly, 

management, and the citizens of the Commonwealth of Virginia and is a public record. 

 
 AUDITOR OF PUBLIC ACCOUNTS 
 
JDE/alh 
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AGENCY OFFICIALS 
 
 

As of June, 2015 
 

Aubrey L. Layne, Jr., Secretary of Transportation 
Grindly Johnson, Deputy Secretary of Transportation 
Nick Donohue, Deputy Secretary of Transportation 

 
Department of Motor Vehicles 

Richard D. Holcumb, Commissioner 
 

Department of Transportation 
Charles A. Kilpatrick, Commissioner 

 
Department of Rail and Public Transportation 

Jennifer Mitchell, Executive Director 
 

Department of Aviation 
Randall P. Burdette, Executive Director 

 
Motor Vehicle Dealer Board 

Bruce Gould, Executive Director 
 

COMMONWEALTH TRANSPORTATION BOARD 
 

Aubrey L. Layne, Jr., Chairman 
Charles A. Kilpatrick, Vice-Chairman 

 
 

Carlos M. Brown John Malbon 

Henry Connors, Jr. John K. Matney 

Alison DeTuncq Jennifer Mitchell 

James W. Dyke, Jr. John F. Reinhart  

William H. Fralin, Jr. Court G. Rosen 

Gary Garczynski Shannon Valentine 

E. Scott Kasprowicz F. Dixon Whitworth, Jr.  

Marty Williams 
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APPENDIX A 
SUMMARY OF TRANSPORTATION AGENCY REVENUE SOURCES AND USES OF FUNDS 

 


